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Abstract: The development mode of digital and Internet communication has contributed to
the phenomenon of taking digital images the information transmission carrier. Therefore, the
transmission network and sending and receiving equipment of digital images are extremely
easy to receive external intrusion and attacks, causing information leakage and other
information security accidents. On the basis of the digital image features, the digital graphic
encryption method and the defects of single feature encryption, further study the chaotic
encryption technique of multiple angle encryptions. It makes the time required to crack
increase. The algorithm design is simple and easy to implement, and the experimental
simulation results conclude that the algorithm has the advantages of easy implementation,
sensitivity to the perturbation of the initial conditions of the system, and large key space
compared with the traditional chaotic encryption algorithm.
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L. INTRODUCTION transmitted records is regularly attacked.

At gift, more and more statistics is
transmitted at the network in the shape of
pictures or video, becoming the primary
way for people to acquire useful resource
facts in human being’s daily lifestyles.
With the development of transmission and
receiving devices, its miles more and
cleaner to illegally reap information

through communication networks and the
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How to make sure the safety of the image
transmission procedure has end up an
essential subject matter in latest years, and
the resulting records security problem has
also attracted wide attention [1]. Digital
pics may not simplest be intercepted,
leaked, but will also be tampered with, and
are vulnerable to loss. In order to better

make certain the safety and concealment of

2024 www.zkginternational.com 2505



=

the records all through the transmission of
facts statistics, encryption requires the
information facts now not publicly
transmitted [2]. Encryption processing
generation is to keep the security of digital
picture statistics because the place to begin,
this is, in the starting and quit of digital
information primitive, and inside the
transmission system as far as feasible
inside the shape of particular law chaos, in
order that the statistics may be firstly
transmitted to the vacation spot, and
defend the unknown nation within the
transmission method [3]. From the
information source and the procedure of
statistics  transmission, the data is
encrypted.

In current years, with the development of
conversation technology, there is a huge
amount of virtual 1 safe haven image
transmission in community structures and
allotted multimedia structures. Due to the
adequate development of verbal exchange
transmission and reception system, it has
end up easier and less difficult to obtain
information illegally thru radio and
widespread verbal exchange networks.
Therefore. Information protection has
become - an essential and urgent issue [4].
Digital photo encryption generation has
turn out to be a very practical and pressing
rapid improvement of the important thing

era. The most cost-powerful manner to
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protect image information security is to
apply cryptography. However, on the one
hand, maximum of the present encryption
algorithms are designed to defend textual
facts, and however, the existing encryption
algorithms aren't very proof against
decoding. Here we awareness on digital
photograph encryption era concerning the
safety of digital picture statistics. Digital
picture encryption originates from the
early classical encryption concept, the
cause of that's to transform a given
photograph right into a messy picture in
the spatial area or frequency domain
consistent with positive transformation
rules, so as to disguise the real information
of the picture itself[5]. Since exclusive
parameters may be set within the
transformation and algorithms with high
algorithmic complexity are used, a high
level of protection of photo records can be
assured.

Cryptography is a complete and modern-
day technical technology that is step by
step advanced in the exercise of the
struggle among coding and deciphering,
and has a near reference to arithmetic,
linguistics, acoustics, statistics idea,
electronics, pc science, and so forth. With
the application of advanced science and
era [6]. The concept of encryption and
decryption of textual content or digital

offers the maximum direct theoretical
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basis for digital photo encryption era.
However, classical cryptography makes a
speciality of restricting get right of entry to
data, regularly thinking about binary
streams and ignoring the visible results of
virtual photos. It has a huge quantity of
virtual picture statistics and requires high
encryption real time, classical
cryptography encryption strategies are not
well perfect. Computer graphics makes a
speciality of the virtual technology of
photograph pix, however ignores the
security of the images. So the encryption
technology of digital pictures has attracted
wide attention of research scholars [7].

Due to the huge range of virtual picture
packages, there was a growth in studies on
cryptography at domestic and overseas.
Many research institutes, universities and
groups have started their studies, and
papers and reports are frequently visible in
international conferences and journals on
facts safety and cryptography. Most of the
prevailing virtual picture encryption
algorithms use modern-day cryptographic
structures to encrypt digital image
documents at once, and with the security
of current cryptographic systems as a

guarantee, the encryption effect and

confidentiality are fantastically exceptional.

Since the creation of nonlinear adjustments
is strongly emphasized within the layout of

cryptography, the in-depth take a look at of
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nonlinear sciences such as chaos will
greatly promote the improvement of
cryptography, but the redistill alongside
manner to head for an excellent mixture of
the two. Biometric-based reputation
principle and techniques have additionally
been evolved. We can firmly accept as true
with that the in-intensity studies of those
cryptographic strategies will certainly have
a profound effect on digital picture
encryption generation. Chaos phenomenon
is a seemingly abnormal, random-like
shape of complicated movement, which is
appropriate for encryption processing of
virtual statistics because of its erotic nature,
sensitivity to preliminary situations, and
instability of the orbit.

II DIGITAL IMAGE MODEL
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Fig.1.Color feature model of the
digital images.

Information encryption has emerged in
current decades, and the statistics

encryption algorithms and techniques of
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digital image providers have grow to be
increasingly more mature. Images are
received with numerous commentary
systems to look at the objective global in
various forms and approach, and can act
immediately or in a roundabout way at the
human eye and in turn produce visual
notion [8]. Digital images have turn out to
be a crucial media and manner for humans
to supply information, and approximately
three-quarter of the information we get
from the out of doors international is
received from the images. Images are
divided into important categories, with
simulated pictures and virtual snap shots.
An herbal scene or photograph that the
human eye recognizes extensively utilized
to be an analogy signal that have to be
discredited on the way to be processed
with a computer. The date discretization
method is the simultaneous sampling from
each horizontal and vertical guideline.
These sampling factors are known as
pixels. Therefore, a two-dimensional
matrix is commonly used to symbolize a
digital photo, and the numerous elements
of the matrix represent the colour
information of a pixel. Digital pix have
distinct pixel area, shade kinds, and
frequency domain durations. Digital
photograph processing generation has been
swiftly advanced and extensively used in

current years [9]. As a carrier of
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information hiding, the pix involved are all
virtual photographs. The colour model of
the digital photography is shown in Fig. 1.

III SINGLE RANDOM ENCRYPTION

TECHNOLOGY OF DIGITAL IMAGES

A. Digital Image Location and Space
Transformation

The techniques of spatial scrambling
consist of images based totally on Arnold
transformation, Hilbert transformation-
based totally photograph scrambling and
phantom-rectangular transformation pics,
which all have the periodicity of
transformation and acquire the authentic
picture after a sure quantity of alterations
[10]. Digital images are encrypted through

transformation as proven in Fig. 2.

Disorganize N times

Fig.2. Original image scrambled encryption effect.

(1) Principles of Arnold transformation.
The Arnold transformation is to ensure that
the position variety of the scrambled photo
records remains unchanged, reworking the
image more than one instances to gain a
result 1image. Multiple modifications

observed the equal algorithmic system (1).
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Fig 3. Anintuitive demonstration diagram of the Amold space chaos.
Using the Arnold transformation system as
the picture encryption processing, you can
find that an image can be restored to the
authentic image after a confined number of
Arnold encryption. That is, the Arnold set
of rules is periodically transformed.
Problems in picture processing may be
solved more flexibly based at the
periodicity. Therefore, in case you
recognise the size of a picture and size, the
corresponding  Arnold  transformation
length may be calculated, and the picture
can be higher processed within the picture
processing to realize the cause of photo
encryption and decryption. The digital
pictures are decrypting the use of the
periodic  model of the  Arnold
transformation formula, following the

system set of rules.

Fig.4. the image retums to the original image after as crumbling period.

(2) The Hilbert transformation
algorithm. Hilbert curve chaos
transformation is also extensively used in

image encryption era, with the assist of the
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bendy choice of chaos course convenient
processing encryption photos, inside the
subsequent application of Hilbert curve
transformation  from  the  authentic
unmarried rectangular photo processing to
any length image, beautify the safety and
versatility of the image. The Hilbert
transformation is likewise periodic [11].Be
divided into pro-to-cylindrical cylinder
cells and spherical pyramidal cells in
keeping with their form, that could convert
light power into neural signals. The belief
of the brightness of the cylinder cells
specifically takes place hourly in the mild
in density of the outside environment, at
the same time as the brightness and
coloration statistics of the photograph are
especially acquired by using the cones.
The belief of the exceptional colours in the
human eyes is shown in Fig. Five. Each
light can be decomposed into RGB three-
base mild, and by means of converting the
depth ratio of the 3, white and the
numerous different colours and saturation
colours. A terminal display in virtual
image processing is usually displayed with

coulometer [12].
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Fig 5 Sense of different colors in human eyes.
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C. Digital Image Frequency Domain
Encryption Transformation

The wavelength frequency area analysis
technique is a time-frequency localization
evaluation method in which the window
location is constant however its shape can
be changed, and each the time window and
the frequency window may be changed. In
precept, places where Fourier analysis is
historically used can be changed with such
an analysis method [13]. Where this
analysis outperforms the Fourier transform
is that it has the capability to characterize
the neighbourhood features of the signal in
each the time and frequency domain and
has right localization properties in each the
time and frequency domain.

In the case that a is a scaling element and b
is the interpretation element, continuous
small sequences of different picture
frequency domain names are obtained in
step with the Fourier remodel in an power-

confined sign area.

| \Y MULTIPLE-TRANSFORMATION
ENCRYPTION TECHNOLOGY OF

DIGITAL IMAGES

Research the virtual picture encryption
approach based totally on multiple
transformation, desired want to be thru a
big number of contrast experiments, decide

the greatest encryption shape, in line with
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the characteristics of the encryption
structure and the particularity of the virtual
image, establish based totally on a couple
of transformation digital photograph
encryption version, in the end examine the
mistake may additionally seem in the
image transmission, enhance the error
correction mechanism. Multiple
characteristic sequences are produced
successively after the key layout, and in
multiple sequence picture encryption
structures, multiple parameters are of
tensed as keys to provide a couple of
sequences. The multiple device is easy,
fast encryption and decryption speed, can
lessen the encryption and decryption time,
but the implementation of high complexity
is extra complex and excessive protection.
The motive of more than one modification
is to make the machine nation price
absolutely special from the initial price, so,
multiple systems must be iterated many
time over laminate the temporary impact.
Generation of multiple transformation
sequence. The so-called chaotic order
refers to a hard and fast of sequences

generated after an iteration of a more than

one transformation gadget.

V CONCLUSION
Digital photograph processing generation
has been broadly researched and

implemented, and the growing popularity
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and improvement of the Internet has
additionally caused an extraordinary
growth of virtual photograph encryption
era. In daily existence, its miles possible to
transmit digital image mail confidentially,
to transmit digital architectural drawings
securely, to transmit photographs in office
automation systems, and so on. To a
massive quantity, statistics information and
records files are transmitted in the shape of
digital images for humans’ data verbal
exchange. Data records and information
files are transmitted for a large a part of
the way of humans’ facts communication
inside the form of virtual pics. And with
the development of information facts and
virtual conversation behaviours, the
statistics carried by virtual photographs is
increasingly critical and needs to be saved
personal. Study the more superior and
viable facts encryption technology, encrypt
digital pix, shield the information security
of individuals, enterprises and even the u.
S. A. escorts the in-depth utility of virtual
image statistics, promote the non-stop
prosperity of the virtual data industry, and
additionally continuously enhance the
extent of statistics encryption era.
However, the cipher text derived from the
scheme in this paper is far from the
plaintext, the correlation could be very
small, the outline of the authentic image or

different plaintext facts isn't always visible

Volume IX Issuel May

ISSN: 2366-1313

to the bare eye, and the important thing
area variety is massive. It may be seen that
the scheme has top security, is easy to
enforce, and has advanced performance
together with large key space, more potent

key sensitivity, and better security.
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