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ABSTRACT

Attack and anomaly detection in the infrastructures for the Internet of Things (IoT)
are growing problems. Threats and attacks against IoT infrastructure are rising
proportionally as its use expands across all industries. This study compares the
application performances and training/application timelines of multiple machine
learning methods for detecting cyberattacks (namely SYN-DOS attacks) on Internet
of Things (IoT) systems. As a quick and versatile engine for big data processing,
Apache Spark's MLIib module contains supervised machine learning techniques. We
use a training set of up to 2 million instances to demonstrate the implementation
details and the performance of those algorithms on open-source datasets. We choose a
cloud environment, highlighting the value of scalability and use flexibility. The
outcomes demonstrate that all of the Spark algorithms employed produce very strong
identification accuracy (>99%). Random Forest, in particular, obtains an overall
accuracy of 1. We also describe a remarkably brief training period (23.22 sec for
Decision Tree with 2 million rows). Additionally, utilising Apache Spark in the Cloud,
the trials demonstrate a very fast application time (0.13 seconds for more than
600,000 instances of Random Forest). Furthermore, using high- or low-level
programming languages, it is quite simple to implement the explicit model produced
by Random Forest. The application of an explicit Random Forest model, implemented
directly on the IoT device, along with a second level analysis (training), performed in
the Cloud, is suggested as a hybrid approach for the detection of SYN-DOS
cyber-attacks on IoT devices in light of the results obtained, both in terms of

computation times and identification performance.
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I. Introduction

Network intrusions are attacks that happen when inbound network packets carry out
damaging actions, like Denial of Service (DoS) attacks or even make attempts to
break into machines. A DoS attack is a technique for preventing the intended users
from accessing a computer's resources. There are many other types of attacks, such as
Flood, Land, and Ping Of Death (POD) attacks. Unexpected results while processing
various user requests, slow system performance, unexpected system crashes, changes
to kernel data structures, and unusually slow network performance are all signs of
intrusions (opening files or opening websites). Computer systems have been secured
utilising methods for preventing invasions such as authenticating people (e.g., using
biometrics or passwords), preventing programming errors, and information security
(e.g., encryption). As systems get more complex, vulnerabilities that can be taken
advantage of owing to poor design, programming errors, or other "socially designed"

penetration techniques will always exist, making security measures alone insufficient.

The use of Internet of Things (IoT) devices has significantly increased in recent years.
By 2020, Gartner predicts that there will be 26 billion IoT devices worldwide [1, 2],
and a Statista study predicts that there will be 75.44 billion [3].

The use of these devices is expanding steadily across a variety of applications,
including mobile health, the Internet of Vehicles, smart homes, industrial control, and
environmental monitoring, broadening the definition of mobile communications from
interpersonal to clever interconnection between things and people as well as between
things themselves [4]. Think of the smartwatch, IP camera, and smart TV as examples
of how these gadgets are becoming a greater and more common part of billions of
people's daily lives. These gadgets can unlock doors, monitor homes, and even record
heartbeats by using sensors and actuators to interact with people. But these gadgets

nearly always have an Internet connection. They are hence vulnerable to cyberattacks.

This means that while IoT devices increase human productivity and improve people's
lives on the whole, they also expand the potential attack surfaces for cybercriminals
[1]. According to a Hewlett Packard survey, 70% of the most popular IoT devices
have significant security flaws [5]. IoT devices are vulnerable because there is no

transport encryption, there are unsafe Web interfaces, there is insufficient software
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protection, and there is not enough authorisation. Each device has, on average, 25
vulnerabilities that pose a threat to the home network [1]. We introduce the datasets
that will be utilised, the Apache Spark framework, and the machine learning-based
Spark library MLLIB for IoT. We go over the datasets used, the chosen cloud

environment, the measured parameters, and the experimental findings.

II. LITERATURE SURVEY

The use of deep machine learning and deep learning techniques in intrusion
detection systems is a growing area of research and development. The job will be

described in the following manner:

In order to increase the level of precision the machine learning system could
provide, the study [5] developed the hybrid machine learning technology (decision
tree and support Vector machine algorithms). The Decision Tree technique can be
used to classify different attacks of different types. The support vector machine (SVM)
algorithm is employed to classify typical data. The NSL-KDD Dataset was used to
build the model. 96.4 percent of the time, the method is accurate. Researchers in [6]
employed the support vector machines (SVM) and a method called as the gene
algorithm (GA) to detect intrusion packets. SVM and GA are used in conjunction with
specific features. Researchers utilise SVM to solve classification and regression
problems. KDD Cup 1999 was used as the source of the study's data. The detection's

precision was 97.3%.

Using the Recurrent Neural Networks method and the NSL-KDD data set,
researchers from [7] developed an algorithm to identify networks. The research
paper's findings are segmented into binary classifications, which have an accuracy
rate of 83.28 percent, and multiclass classifications, which have an accuracy rate of
81.29 percent. The convolutional neural network is used by the method presented in
[8] to detect network intrusions. The datasets were created using the KDD Cup 1999
dataset, and the model's accuracy was evaluated using test data that had been
two-dimensionalized. The method has a detection rate of 97.7%. Using the KDD Cup
1999 dataset, researchers in [9] applied Artificial Neural Network for network

intrusion detection. The system used min/max algorithms for normalised data as well
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as Principal Component Analysis (PCA) to reduce the number of attributes during

preprocessing.

The article explores the architecture of artificial neural networks. In this study,
the loss functions are mean squared error (MSE), Levenberg-Marquardt (LM)
backpropagation, and feed forward neural network (FFNN). The accuracy of the
system was 97.97%. The deep neural network used in the proposed system was built
using NSL-KDD data. They recommended processing data using label-encoders and
min-max normalisation, and building the deep learning layers using auto-encoders.
Five separate categories were used to build this model. The dos assault has the best

detection rate out of the five categories. attaining 89.8% and 97.7% for the probe and.

ITII. PROPOSED METHODOLOGY

The suggested intrusion detection system uses deep neural networks, an algorithm that
applies anomaly detection techniques without accessing any data from its payload, to
identify attacks. This system is created employing datasets through a sequence of
operations to guarantee that there is no privacy violation. The most crucial component
in the development of machine learning algorithms to spot suspicious threats and train
them to recognise them is datasets. The results of this study, however, reveal that
many researchers continue to use the KDDCup99 and NSL-KDD datasets, which
have been heavily criticised for being inadequate and out of date for the current
network infrastructure. This dataset is almost two decades old, having been created in
1999. The network infrastructure landscape is evolving as a result of the rapid
expansion of information technology, including the cloud, social media, and the
Internet of Things. These changes are a result of the threats and attacks themselves

evolving in nature.

As a result, many research findings that demonstrate great accuracy are regarded as
being overblown because the data used is not indicative of the current threat or the

infrastructure.

This year's Third International Knowledge Discovery and Data Mining Tools
Competition used the well-known KDDCup99 dataset. The 41 attributes used to
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describe each connection are (38 continuous or discrete numerical attributes, as well
as three symbolic attributes). Each is categorised as either normal or a specific type of
attack. These assaults can be divided into one of four groups: Probe DoS, U2R, and
R2L. The following is a list of these groups. Before beginning the main attack, a
probe attack gathers information about the system being attacked. DoS (pronunciation:
"dos"): Disruption of Service (DoS) The type of attack may prevent legitimate
requests from accessing network resources by consuming all available bandwidth or

overloading computing power.

People who Root (U2R) in this specific situation In this case, the attacker has access
to an account that the user frequently uses to log in. The attacker is able to gain access

to the system's source by taking advantage of security flaws.

Local to remote (R2L) The attacker in this instance lacks access to any accounts on
distant systems. Instead, they impersonate a user of the machine to exploit flaws for

local access by sending an email message to the distant computer through a network.

The KDDCup99 dataset was upgraded into the NSL-KDD dataset, which was created
in 2009. NSLKDD is an effort to enhance the KDDCup99 dataset by deleting
duplicate records, incorrect instance counts, and other attack classifications [12].

However, it has replaced the dataset's primary limitation.

KDDCup99 has drawbacks. The first is that the data was created in 1999 using the
user-friendly Solaris operating system, which was used to capture a variety of data.
But the operating systems that aren't even close to Solaris have some significant

distinctions from one another. Solaris has nearly little market share in the present era

of Ubuntu, Windows, and MAC.

TCPdump, the traffic collector used for the KDD datasets, is very likely to become
overloaded and stop transmitting packets as a result of a high volume of traffic. The
assault distributions in the datasets are also unclear in certain places. According to an
examination of attacks, Probe isn't considered an attack unless the quantity of repeats

surpasses a set threshold and label discrepancy is noticed.
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The emergence of new technologies like cloud computing is the third factor. The

Internet of Things, cloud computing, and social media have all significantly altered

the network architecture. New risks could emerge as a result of these changes.

IV. DISCUSSION:
Protocol type Protocol type | Protocol type | Protocol type
tcp tep udp _ icmp
1 1 | 0
tep
udp
0 1 | 0
iemp
0 0 1
tep
k 1 0 ] 0
iemp .
I 0 0 1
Fig 1: One hot encoder for the model
Predicted it
Attacks Normal )

i Attacks 1 17312 207 1177519
actua Normal 108 291 903 292 011
total 1177420 292110

Fig 2: Active and passive cases
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Evaluation metrics for binary classification
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Fig 3: Evaluation metrics for the results
Predicted
total
DOS Probe R2ZL U2R normal
DOS 1165 359 1 0 0 13 1165 373
Probe 5 12293 1 0 100 12 399
actual R2ZL 1 0 269 0 79 349
U2R 0 0 0 0 9 9
normal 42 7 50 0 291391 291490
total 1165 407 12 301 320 0 291 592
Fig 4: Classification on multi class with confusion matrix
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testing data training data
u Binary classification 0.999786 0.999829
W muticlass 0.99979 0.999789
Fig 5: Accuracy of multi-class and binary classification
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Researchers in IDS are paying close attention to soft computing techniques. This is
because this approach is straightforward to use and frequently produces superior
outcomes to a single program. The best solution is a carefully balanced combination
of numerous algorithms. The classification of IDS, which can be helpful in defining
the type of intrusions, is the main area of research attention. However, it could make it
difficult to spot suspicious incursions that contain fresh or updated intrusion assaults.
It is advised that a clustering method be used in the near future to further development
in order to generate an improved IDS. Despite being more than 20 years old, the
KDDCup99 dataset and its variation, the NSL-KDD dataset, are two of the most
widely used datasets. Because intrusion attacks are always evolving with the newest
technology and user habits, the frequent change in the data could cause IDS growth to
stagnate. IDS will ultimately cease to exist as a general cyber security tool as a result

of this.
V. CONCLUSION

The two types of models (multi-class and binary classification) are proposed in this
study. Then, instead of using machine learning signatures or rules, we suggested using
deep learning techniques in these models to detect network attacks. In this study,
we've shown multi-class classification, which was found by looking at KDD cup 99
and other data sets. We have demonstrated that supervised, DNN models are capable
of decoding and classifying assaults with high accuracy (99.98%). This was done by
looking at network packets and connection parameters that don't contain payload
packet information. Additionally, 99.99 percent of dos attacks were detected with

great precision.
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