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Abstract: E-commerce implies an electronic purchasing and marketing process online by
using typical Web browsers. As e-commerce is quickly developing on the planet, particularly
in recent years, many areas of life are affected, particularly the improvement in how
individuals regulate themselves non-financially and financially in different transactions. In
electronic payment or e-commerce payment, the gateway is a major component of the
structure to assure that such exchanges occur without disputes, while maintaining the
common security over such systems. Most Internet payment gateways in e-commerce provide
monetary information to customers using trusted third parties directly to a payment gateway.
Nonetheless, it is recognized that the cloud Web server is not considered a protected entity.
This article aims to develop an efficient and secure electronic payment protocol for e-
commerce where consumers can immediately connect with the merchant properly.
Interestingly, the proposed system does not require the customer to input his/her identity in
the merchant’s website even though the customer can hide his/her identity and make a
temporary identity to perform the service. It has been found that our protocol has much
improved security effectiveness in terms of confidentiality, integrity, non-repudiation,

anonymity availability, authentication, and authorization.
Keywords: E-commerce, electronic payments system, payments gateway

1. INTRODUCTION E-commerce was introduced to the

consumer and business worlds as a unique
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approach in 1990. E-commerce has
expanded since then and improved
enormously, giving the world’s customers
and company’s incredible benefits. E-
commerce history is closely linked to
Internet history. When the Internet was
open to the public in 1991, online
shopping was made possible. E-commerce
is characterized as a primary business
model by means of the selling process of
goods, the purchasing of resources, and the
distribution or exchange over the Internet
of items, services, and knowledge. E-
commerce can be used with mobile
payment systems, which allows customers
to pay for their shopping by using smart
phones. Mobile business is a major e-
commerce  extension that  enables
customers with wireless handheld devices,
e.g., tablets, smart phones, and laptops, to
carry out online commercial transactions.
E-commerce is becoming very popular

nowadays since the customer can spend

from home; solutions are affordable, with

items delivered to the home with no hassle.

The popularity of e-commerce is mainly
because of its online business perspective
[1]. It makes it possible to gain and sell
goods online, to provide various services
and information through the Internet, and
to exchange money immediately between
businesses. Many individuals are excited
about obtaining their own online website

for their company, as it is possible to
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market items online around the world.
Customers are also interested in online
shopping since they do not wish to waste
valuable time shopping. E-commerce
implies an electronic purchasing and
marketing process online by using typical
Web browsers. It is described as selling
and buying of services or goods through
wireless technology. Developed nations
tend to be more acquainted with systems,
whereas Internet shopping is exploding in
developing nations. The foremost goals of
an electronic payment system are
increasing efficiency, improving protection,
and improving customer convenience and
ease of use. In the electronic payment
system, the payment gateway is an
essential component of the infrastructure
to confirm that such exchanges happen
with no concerns and to ensure that the
common security over electronic systems
is maintained. Such a system will help
secure a purchase along with a person’s
transaction information. A  payment
gateway defends transaction information
by encrypting personal information, such
as credit/debit card details, to guarantee
that information is transferred securely
between a consumer and the transaction
processor. Each online exchange should go
through a managed transaction gateway.
The secure electronic payment structure
includes four system segments. The

interaction between the segments operates
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through protected communication tunnels.
Secure communication tunnels offer a
protected method for interaction between
two or more people, or between segments,
such as the buyer to the merchant, on the
transaction gateway. The e-payment
system must be harmless for online
transaction applicants, for instance, fee
gateway server, bank account server, and

merchant server [2].

In the electronic payment system, the
payment gateway is an  essential
component of the infrastructure to confirm
that such exchanges happen with no
concerns and to ensure that the common
security over electronic systems is
maintained [3]. Such a system will help
secure a purchase along with a person’s
transaction information. A  payment
gateway defends transaction information
by encrypting personal information, such
as credit/debit card details, to guarantee
that information is transferred securely
between a consumer and the transaction
processor. Each online exchange should go
through a managed transaction gateway.
The secure electronic payment structure
includes four system segments [4]. The
interaction between the segments operates
through protected communication tunnels.
Secure communication tunnels offer a
protected method for interaction between

two or more people,
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or between segments, such as the buyer to
the merchant, on the transaction gateway.
The e-payment system must be harmless
for online transaction applicants, for
instance, fee gateway server, bank account

server, and merchant server.
II1. LITERATURE SURVEY

Customer  satisfaction in  online
shopping in growing markets: An

empirical study

The aim of this study is to examine the
factors affecting customer satisfaction in
online shopping. The conceptual model for
this study was developed based on the
previous research in the online shopping
context. In this research, ten hypotheses on
factors affecting customer satisfaction in
online shopping are outlined with
empirical data from 337 respondents. Data
was collected through a Google form. The
regression results show that customer
service, information quality, response time,
transaction capability, delivery,
merchandise attributes, security/privacy,
convenient payment method, and price
have significant positive influence on
customer satisfaction in online shopping.
From a managerial viewpoint, this study
results provide support for investment

decisions for customer satisfaction from

online retailers in Malaysia.
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The effect of electronic payments
security on e-commerce consumer
perceptionThis study investigates the
aspects of e-payment security concerning
e-commerce consumers’ purchase
intentions. This study further involves
college students in Semarang — Indonesia
as representatives of the millennial
generation. Structural equation modeling
(SEM) using Wrap-PLS is employed to
analyze the data. The findings show a fit
model to explain e-commerce customers’
purchase intentions. The results of this
study reveal a better mediating effect of
usefulness  on

perceived e-payment

security and  customers’  purchase
intentions. Perceived ease of use also has a
significant indirect effect, through e-
payment  security, on e-commerce
customers’ purchase intentions. In addition,
understanding the ease and usability of the
security aspects of the payment affects e-
commerce consumers' purchase intentions.
The results also give a heightened
awareness of security in electronic

transactions.

Internet Banking Two-Factor

Authentication using Smartphones.

This paper describes a method of
implementing two-factor authentication
using smart phones as software tokens.
The proposed system will use the mobile

phone as a software token and generate
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unique one-time passwords (OTP) that will
be used when authenticating to an Internet
Banking application. The tokens can also
serve as a method of signing online money
orders. We will prove in this article the
cost efficiency of the proposed architecture

for both consumers and companies.

Customer value proposition for E-

Commerce: A case study approach.

E-Commerce tools have become a human
need everywhere and important not only to
customers but to industry players. The
intention to use E-Commerce tools among
practitioners, especially in the Malaysian
retail sector is not comprehensive as there
are still many businesses choosing to use
expensive traditional marketing. The
research applies academic models and
frameworks to the real-life situation to
develop a value proposition in the practical
world by considering 11Street as the
company under study and comparing it
with Lazada as a leading competitor in the
market. The objectives include
identification of customers’ perception of a
value for E-Commerce Businesses,
followed by critical evaluation of existing
value proposition of 11Street with Lazada
to identify gap and finally to propose a
new value proposition for 11street. This
paper first identifies customer perceived

value of E-Commerce followed by critical

review of existing value proposition of
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11Street and then comparing and
contrasting with the leading player Lazada.
By the end of this research, a new
consumer value proposition proposal for
11Street proposed for consideration in
matching with the Malaysian consumers’

value criteria.

Security Analysis and Verification of

Authenticated Mobile Payment

Protocols

M-Commerce is a global phenomenon and
is truly in the swing as most of the
purchases are through mobile devices. By
seeing the frequency of purchases, we can
say that people are becoming habitual of it
and has gained a stronghold in their lives.
As security and privacy are the major
concern of the users it is evident to use a
reliable, secure and authenticated mobile
payment protocol. In this paper, some open
network (ECash and NetCash) and mobile
payment protocols (SET, iKP, MSET,
MPCP2, SLMPP, and LPMP) are studied.
These protocols were written in HLPSL
language according to the documentation
specified in the AVISPA tool and were
validated and analyzed. The obtained
results are compared based on security
attacks and cryptographic operations
required and the research validates that
LPMP protocol is the fastest among all in
terms of search time and is immune to

various security attacks.
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The Future of the Mobile Payment as

Electronic Payment System.

The development of the Internet and the
arrival of e-commerce fostered
digitalization in the payment processes by
providing a variety of electronic payment
options including payment cards (credit
and debit), digital and mobile wallets,
electronic cash, contactless payment
methods etc. Mobile payment services
with their increasing popularity are
presently under the phase of transition,
heading towards a promising future of
tentative possibilities along with the
innovation in technology. In this paper, we
will evaluate the current state and growth
of mobile payments and other electronic
payment systems in markets around the
world and take a look at the future of this
industry. We analyze various systems of
electronic payment services, security
issues related to them and the future of the
mobile payment mode. This paper will
also examines the factors affecting
adoption of mobile payment methods by
consumers. With all the security and
convenience provided by mobile electronic
payment method, we can expect further
growth of mobile payments worldwide
even surpassing payments made by credit
and debit cards. However, there are several
barriers identified to the adoption of this

payment method; so certain measures

www.zkginternational.com 432



=

V4 4 £ INTERNATIONAL

—

should be taken to grant this industry a

promising future ahead.

A Survey on E-Payment Systems:

Elements, Adoption, Architecture,

Challenges and Security Concepts

This paper is aimed at investigating and
increasing  awareness about  various
concepts related to Electronic Payment
Systems (EPS) including its advantages,
challenges and security considerations.
The proposed study also evaluates the
adoption of e-payment systems and the
resulting impact on economy of a nation.
Methods/Statistical Analysis: In this paper,
a comprehensive survey on all the aspects
of electronic payment was conducted after
analysis of several research studies on
online payment systems. The most recent
references and information have been
explored in order to gain significant
information about electronic payments
systems. Findings: From the study
conducted, it can be elucidated that despite
various issues that usage of electronic
payment systems pose, these are identified
as a positive step towards the economic
development of a nation. Nevertheless, its
full potential can be realized only by
raising its awareness among people.
Applications/Improvements: ~ With  the
advancement in technology and popularity
of Internet, the perception of making

online transactions is bound to gain
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momentum. In the future, the payment
modes currently used and supported shall
see a declining trend owing to the
numerous benefits offered by electronic

payment systems.

Factors Affecting Customers
Satisfaction on System Quality For E-

Commerce

Online shopping has been experiencing its
golden years and becoming one of the
potential contributors in E-Commerce.
Many countries reported their success in
adopting E-Commerce and declared that it
contributed to the economic growth.
However, there are a lot of factors
influencing both the success and the failure
of E-Commerce adoption. The past
investigations on E-commerce adoption
are focused on the service quality on
customer satisfaction. Currently many E-
commerce sites still commit a number of
errors in system usability design and
studies focusing on system quality in
improving E-Commerce adoption are still
missing. System quality as one of
influencing variables should be discovered
to examine how it affects the customer
satisfaction and brings the tips to the
designer for future improvement. This
study focuses on system quality that aims
to combine the four factors affecting the
consumer satisfaction in one model. The

factors of search function, rating function,
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function are selected as the dimensions of
system quality. The objective of this study
is to investigate the relationship between
these factors on customer satisfaction in
buying  E-Commerce  products. A
quantitative research method is adopted for

this research.
I11. PROPOSED METHODOLOGY

Security is a key concern and vital issue
for the success of e-commerce. In previous
work, a secure electronic payment gateway
for e-commerce was proposed. In this
paper, we propose a secure protocol in e-
commerce to enhance the security of the e-
commerce process, which can also
improve the security of existing work.
Interestingly, the proposed system does
not require the customer to input his/her
identity in the merchant website even
though the customer can hide his/her
identity and make a temporary identity to

process a request for the service. The

proposed system is made up of five entities:

client (C), merchant

gateway (PQG),

(M), payment
user bank (B), and

merchant bank.

They perform as follows. Each entity, that
is, the client, merchant, user banks, and
merchant bank, registers with the payment
gateway to create its secret key with the
elements are

gateway. Secret key
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necessary to secure communication.
Additionally, the user and merchant also
create a secret key between themselves.
The customer examines the merchant and
requests for the product, now with his/her
temporary identity created in the merchant
website, and the merchant sends the
request to the payment gateway. The
proposed model of the e-payment system

is shown in below Figure.1

va = g e Payment

et I

Istuer Bank

Fig.1 System architecture

An architectural diagram is a visual
representation that maps out the physical
implementation for components of a
software system. It shows the general
structure of the software system and the
associations, limitations, and boundaries
between each element. The following
System Architecture design for this projrct
consists and represents the associations
between user, web browser, merchant site,
payment gateway, Acquire Bank and

Issuer Bank.

IV.  IMPLEMENTATION
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Modules:

1. User

2. Merchant

3. Bank

4. Admin

Module description:
1. User

Here user is a module, he should register
with the application and after his
successful registration he must authorized
by the admin and user can login with valid
username and password. After successful
login he can perform some operations,
such as create a bank account, deposit
amount in his account, search product,
purchase product and view all purchased

products and logout.
2. Merchant

Here merchant is a module, he should

register by selecting available e-commerce

V. RESULTS
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site and login with username and password,
after successful login he can perform some
operations, such as create bank account,
deposit amount in his account, upload
product, and view products which he

uploaded and logout.
3. Bank

Here bank is a module, he should register
by selecting available bank and login with
username and password, after successful
login he can perform some operations,
such as view all customers details and
generate their account numbers and view
all request to transfer amount from one

bank to other bank and logout.
4. Admin

Here admin is a main module, here admin
can directly with the application and then
he can view all users and authorize them,
add merchants and view all registered
merchant details, add banks and view all

registered banks details and logout.

www.zkginternational.com 435



74 { €| INTERNATIONAL ISSN: 2366-1313

Secure Electsic Payment 3 + -3 — =] *

< < D localhost:e

An Efficient Secure Eleclronic
Payment System for E-
Commerce

Abstract

E L Type here to sea::cn
Fig.2 Homepage

[ ecurs Elecee

“« C @ IocathostBORA AN Efficient Swours Elecironic Payment System far E-Commeros/Datalserimp % &

An Efficient Secure Electronic
Payment System for E-
Commerce

User Login Here

Usertame I

Password 1

Login | [ Ragee ]

Mot Yet Registersd 2 Begister

Bl
Fig.3 User login page

B Secure Elactic Paymant ® + o = A %

« C @ lecalhostE024/An_Eficient Secure Electronic Payment System for E-Commerca/UserBegister.js

QY | i

Name

B |
Eminil i il
Mobila | |
Address | |

password [ ]

profile [ choose File | ko fils chessn
Register || Resst
Already Have Lo

An Account *

£ Type here to search

Fig.4 User registration page

Volume VIII Issuel  FEBRUARY www.zkginternational.com 436



INTERNATIONAL ISSN: 2366-1313

& securs Electric Paymant *® + o - =1 o

“~ > @ @ lccathostB0BAAN_Eficient_Secure Elactronic_Payment_System_for_E-Commeroe/Lis erHome,jss - r &2

Welcome To : anvesh@gmail.com

E £ Type nere to search

Fig.5 User home page

B3 Ssecure Electric Payment = S — — = -

€ 5 C @ locahostBiEAAn Elfeient Seoure Electronic. Payment System: for E-CommercesLl Create Account jspe % @

e .

Create ACCOUNRT View Account
Select Bank L ~|
Mama =3
=
Frmail o

Address

ﬂ A Twpe here to search

Fig.6 Create account page

A Secure Eleckic Feyment ® + [-] = = x

« O D e RO s Bt Samirs Rt pi it Syt Tt i U W s b, # &

View Account Details

Bank Account No Amounl Deposit Amoeunt
shil 33392130359 71476.0 Depasit

E A Type here ta search

Fig.7 view account

Volume VIII Issuel  FEBRUARY www.zkginternational.com 437



Vil 4 €| INTERNATIONAL ISSN: 2366-1313

B Secure Electric Payment x |+ o = = *

< & © @ locathost8nadsAn Ef

ient_Secure Electronic_Payment_System_for_E-CommercerLl Searchsp * &

Proposed Work

This aricle aims to develop an effident and secure electronic
payment protocol for  e-commerce  whers  consumers  can
immediataly connect with tha merchant proparhy. Interestingly,
propossd system doss not require the cestomer to fnput hishear
identity i the merchant's websibe sven though the customer can
hide hisfher identity and make a temporany identity to perform the

t has been Found that our protocol has much improvad
security effediveness in Termem of confidentiality, integrity, non
repudiation, anomnymilty availability,  authestication, and
suthorization.

Search Products Here

Product Name

E S Type here to search

Fig.8 Search product

[ Secure Electric Paymant x + o o = 55

€& = C O lecahotBidAn Eficont Seore Elecronic Fayment_Syctem_for_E-Commarcs/Ll_SearchAction jp 4 &

Search Results Here

Site Mame Froduct name  Froduct Descriphion  Product Price Buy Product
Hipkart laptop nice 2300 by

ﬂ £ Type here to search

Fig.9 Search action page

B Secure Blectsic Payment * + (-1 = ) =

€ & C @ lccalhost8d84 AN Efficient Secsre Elactr

snic_Payment_System_for E-Commeros/PaymemnGatenay jSpleList_id=LUSID OSB608& =1 &price=23005&s ita=fi pkarfowner_id=1 o &

anvesh (USID 95860)

Payment Gateway

Tour 10 [usip_sseso

Selact Your Bank

Account Mo

Price

SaIbaRlci) Disar |

E A Type nere to search

Fig.10 Payment gateway

Volume VIII Issuel  FEBRUARY www.zkginternational.com 438



INTERNATIONAL ISSN: 2366-1313

[ Secure Elmctic Payment = 4 T = =

« C @ localhostEDEA AN Efficient Seasre Electrante Payrment_System_for_E-Commerce/LlPurchassdfroducts fsp r &

anvesh (USID_95860)

View Purchased Products

E Product  Product Product :
commerce Mame Deseription Price FroductImase.. Stapus
Flipkcart laptop nice Rs.2300 sueccess

E A Type here to search

Fig.11 view purchased products

Secure Electic Payment ® |+ e - = =

-~ (& @ locathost:8084/An_Efficient_Secure_Electronic_Payrment_System_for E-Commerce/Merchant jsp o =

| __.

Merchant Login Herse

Userbame |
Passveard I |
Select E-Commerce i

Mot Yet Registered 7 Merchant Reaglster

[caincEt 0034 . MerchantRiag e

A2 Type here to search

Fig.12 merchant Login

B8 Secure Electsic Payment ® | 4+ o - = =

& = C O IocathostBOBAfAN_Eficiont Soours Eloctn Payment_Syctem_for_E-CommercefMerchantHioma jop o Yr &

Proposed Work

Thig article almz Lo develop an affident and secure electronic
payment protocol  for  e-commearce  whare  consumers  can
immediataly connect with the merchant property. Interestingly, the
propased system does not reguire e customer 1o nput his/her
identity in the merchants wehsite sven though the customer can
hida hisfher fdentity and make 3 temparary identity to parform tha
sarvica. It has bean found that our protocel has much mproved
amciarity wlechvanmss in berms of confidentislity, integeity, mon
repudintion,  anonymity  availability,  authenticstion,  and
authorization.

Welcome To filpkart@ gmail

ﬂ A2 Type here to search

Fig.13 Merchant home page

Volume VIII Issuel  FEBRUARY www.zkginternational.com 439



INTERNATIONAL ISSN: 2366-1313

EA secure Blectric Payment B + -} = = £4
& - C (D ICCAMOSIENEA AN_EMGENt Seaure ESCFanic_Paymment SyStem o7 _E-Commernayh_VissP roducs jsp -

View Products

Froduct Mams  Product Description  Broduct Brice  Product Image

lapton nice Rs.2300 —

freezs nica Rs.15002 - 1

pendrive st workding R=sa0

)
copo nice working mobile Rs.17500 ﬁ

E £ Type here to search

Fig.14 view uploaded images

Electsic Payment x e e - ”

« (D localhostBOBAfAN_Effic

cure_Electronic_Payment_System_for_E-CommercefBankHome jsp -~ v &

Welcome To : sbi (SBINooo70o82)

ﬂ A2 Type here to search

Fig.15 Bank home page

BA secure Blecric Payment E (-] - = H

« > C @ lccalthost&084/An_Effecient_Secure_Electronic_Payment_System_for_E-Commerca/B_Accounts jsp g=4 -

State Bank Of India :: Page

View All Merchant Accounts

Customer Customer  Customer Customer
™ Harme Eenail Address Bk foonuph Hamns:
1 flipkart filpkart@gmall | byd shi | BHEE5A18313 | Active
WView All Customers Accounts
Customer 10 SUSOTEC C g e Eall SOOI b account Status
Namo Addross
USID_9s860 |anvesh | amweshagmall.com | hwd s5i | 33342156359 | Actve

H & Type nere to search

Fig.16 Bank accounts page

Volume VIII Issuel  FEBRUARY www.zkginternational.com 440



INTERNATIONAL ISSN: 2366-1313

PR ‘Secure Electric Payment x % o - 8
L

- C @ IocamastS02a/An_ ETThe

An Efficient Secure Electronic
Payment System for E-
Commerce

Add Merchant Here

Merchant Mame

ﬂ A2 Type nere to search

Fig.17 E-commerce site

B secure siectic Faymeen %+ =T

< © @ localmostEOEAAN Eficient Secure Slecironic Payment System for E-Commerce/f Vi

smORe¥  IFsC Code  Brank Address Bank Image
State SBINGOG7082 | Charial cherial,
Bani o jangoaan

Karur KVBODDO5121 | Dilsukhnagar | Dilsukhnagas,
rpdleratiad

H £ Type here to search

Fig.18 All Registered branch

VI. CONCLUSION growing role. The principal issue is a

) better requirement for a secure payment
E-commerce has extremely enhanced in 4 paym

. . system and online authentication on the
popularity over the last decades, and, in 4

o . ) client side and the Web server side both in
methods, it is changing typical payment

th and in the devel t of e-
methods right into online. With the growth and in the development of ¢

) . . commerce. In this research, we suggested
increasing popularity of e-commerce, the

. an efficient, secure electronic payment
market for digital payments has exploded paym

) . system for e-commerce. We introduced a
in the last decades, and payment in e-

. . . comparison between our suggested
commerce, particularly mobile payment, is

framework and the other three existing
currently extremely preferred and plays a
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systems, which use RSA and DES to
secure debit/credit card details and keep
them anonymous. Most of the clients want
an e-commerce program, as there are many
advantages. Clients need such a secure
system, because it  satisfies all
specifications and is a sufficient system.
We proposed a secure electronic payment
system for e-commerce environments on
the basis of these requirements. In our
proposed method, the transaction gateway
functions as a proxy to communicate
between the client/merchant and the bank.
The security analysis demonstrated that the
proposed plan has better protection
effectiveness in terms of confidentiality,
non-repudiation, integrity, availability, and

anonymity.
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